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Please select the report(s)

Click next to apply further filters around your alert...

« BEHENextLARRSet Filter(s)THEHE :

Set Filter(s)

Please select operations to set the fiter(s). (Optional)

Eﬁ[&m Server

Filters are not applicable for this report
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Alert Settings

Click "add' to select action for alert. Add Hernovs
Action Detabs
Alert Type Critical b
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Add Alert Action

Select Action : | Send Emai Alert - |

Please select or add new sender's email account, add recipient(s).
Sender/Reciplent

Sender's Email Account ; |LEF‘IDEDS"TEST MAT - | Add Mew Emal Accourt

Recipient Email(s):

Separate multiple emails by =,
Alert about Sensitive Information for Email

Hi ~

You have received this nofification as %eFROM %% has shared sensifh
Email Body Format : Email Subject ; %SUBJECT %

< >

Mote: Use SFROMY for sender's email account, % TO, for recipient
email addressies) and “SUBJEC T for email subiect.

|| Send Actions for past Days
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Alert Settings

Click 'Add’ to select action for alert. Femave

Action Detais
Emad Sender's Email - LEPIDE DSP TEST MAILER: Recipient’s Email : anshuman gumani@epide com;<SendEmailTo .
cBET—H

Confirmation

Please verify the alert details and click finish.

<START> -
<RepotPath>Exchangs Server’\Potential data leakage < \Report Path=
< ThresholdDurationsN/A
< ThresholdOccurance =N/A
<END>
cDelivery Settinga s
<EmailAccount>LEPIDE DSP TEST MAILER «\Email fccount >
<Send To»anshuman gumani@lepide com<\SendTo>
<SendEmai ToUser>YES <Emad Tesd 5 Hi

You have received this notfication as %FROM’: has shared senstive information with follopving recipsents ; % TO%, WCC% %BCCY
Email Subject : “SUBJECTY

Information Type : WCONTENT %

Emal Sent At - UTIME™Y.

Thanks

Hert Name - Poiential data leakage

| Back " Firish ‘ I Cancal |

ERINTRENF T, —BREBFHHRE, LepideHIELR2FERAREIRIGEHLXBFIHLWMEAN, 10
THIR:

Critical Alert : Potential Data Leakage! D lmboxx

anshuman.gurnani@lepide.com
lome =

wlLepide

Hi

“You have received this notification as Gemmai@lepided.onmi ft.com has shared itive information with following recipients - TestA@lepidel.onmicrosoft.com
Email Subject - Fw: Hope this info will help your project

Informatian Type : UK Electoral Roll Number,ltalian Driving License Number,US Driver's License - New York,US Passport Number

Email Sent At : 511712022 6:43:21 PM.

Thanks
Administrator

ZRBAOBIUUEZERBERSETEE.
- BFHPermissions & PrivilegesEtR
« BFFRisk Analysis (MR EEZIFEZLM)

- BAlert SummaryLAZ7RAlert Summary Report
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1] Mailbox Name Mailbox Path
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' Gemma White Gemma@mult
Gemma White Gemma@mult
L Canaeas Whilsdks  Ceewews i b

9 haocst.com | IIRIEIM L R EEB


af://n106

ATHNRGG, REEFEITIRAERGemmatIEiE:

"

Lepide Data Security Patform

Parmission & Privileges @ Classified Emails

28 Accen Govemance Dashboard T Lmcha

Serveris)

T Masbax Mame

+*
+
2 Typeis +
*

c
= ¥ i
7| Pesewssions by SharePoen G|
= Pemissions by Maitos 7 +
5 Pemisons by Onebivetor | || T sonetar +

B, Risk Anabysis
Excesseve Permusmons by Objey
7| Excessive Permissions by User

& 2 Sencitivn Dats Exchargu Server(s) : nldh:- Muamar Maslbcrs Padh Sadupact Cortwrd Typniz) Commpliars:s

[7] Clazsfied Files | Rer— L] £ P 2
Clasification Felurss 192,168.20.196 Gemma White Gemma@muytticorploc.. Emals Client New Address GLEA
| Clasfied Emails 162.168.20.194 Gemma White Gemma@multicorploc.. Emais Addresses New GLEA
mail Chazsification Failure; 152.168.20.196 Gemma White Gemma@mulicerploc.. Sensitive Data Patent Record HIPa&

leszified SharePcint Olge 182.168.20.196 Germima Whits Gemma@multicorpoc.. Sharing cantact Details  Email Address : TP Cade GDPR : GLBA
152.168.20.196 Gemma Whita Gemma@multiconpdoc... Addresses Mew Email addvess GDPR
152,168.20.196 Gemma White Gemmalmulticorploc. Addresses New Addresses New GLBA
16218830158 Gemma White Gemma@mubticorpdoc.. Phone Mumber #hane NMumber ; Addresses New GLEA
7] Dropbox Objects Classiic| 168.20.196 Gemma White Gemma@mullicorploc. Addresses New Phane Number ; Addresses New GLBA
& Sensitive Files by Mame 162, 166.20,196 Gemma Vihite Gemma@mullicorploc.. Addresses Phans Number ; Addresses GOPR
[z Dpen Shares 182.166:20.196 Gemma White Gemmagmukicorploc.. Addresses New ndbdresses New GLEA
;_- At Sy 152.168.20.196 Gemma White Gemma@mutticorploc.. #hane Mumber Phang Number GLEA
1| ctiity Outside of Butimens Hi
B saraeth Ader P 162.166.20.196 Gemma White Gemma@muhticorploc.. S5N Email Address - S5M GDFR
51 Bavsccsd ider than N Disys 182.168.20.196 Gemma Wihite Gemma@mulicorploc. Tip Code Zip Code GOPR
T3] M Lagen n Lavt N Days 168.20.196 Gemima White Gemma@mutticongioc., S5N Email Address | 55N : Ip Code GOPR
] Esternal Data Shurng 0363 192.168.20.196 Gemma White Gemma@mulicorploc.. - Tip Code Zip Code GOPR
: Oipon AIWS 53 Dkt 152,108.20.196 Gemma White Gamma@mutticorpdoc_. Critical Threshald alert_ 55N GOPR
R 182.168.20.196 Gemma White Gemma@rmutticorploc.. Mew Addresses Phane Number ; Addresses Mew GLEA
182,164.20,196 Gemma Whie Gemma@mulicorploc. Addresses New Addresses biew GLBA
182,166.20.196 Gemma White Gemma@multiconmloc.. Phone Number Phans Number GLEA
152, 16620196 Gemma White Gemma@multicemploc.. Postrods Email Address ; Postoode | 55N ; Zip Co.. GOPR
1592.168.20.196 Gemma White Gemma@multicorploc. Mational ivsurance Mu..  Matanal insurance Number GDPR
162.168.20.195 Gemma White Gemma@mulicorploc. Undeliverable: Addres_ SSN GLEA
168.20,196 Gemma White Gemma@multicorploc. Undefiverable: Phone . 55N GLBA
.
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