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Drag a column header here to group by that column

Component Name File Content Type Count
Jo Je Je o o
. File Server Trevor.xlsx ‘ US Driver’s Lice... | 1 .
File Server Anna.xlsx US Driver’s Lice... 1
File Server David.csv - US Driver's Lice... 1
File Server Salaries.csv National Insura... 135
File Server Budget.ppt | Credit Card Info... 5
File Server Pre-notes.docx ‘ Credit Card Info... 5
File Server 7 LetterToCEO.docx 7 National Insura... 10
File Server Paul.xlsx US Driver’s Lice... 1
File Server Philip.xIsx US Driver's Lice... 1
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https://www.lepide.com/data-security-platform/data-classification.html
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Account (Principal) Effective Permission & D .l:%
& Lpdetvill Full Control S i o v
& Lpde1\Paul Full Control v v v v
&  Lpdensill Full Control v v v v
&  Lpdel\Steve Full Control v v v v
Files in Folder : Accounts

Clients - Copy (2).txt @ Credit Card - Visa + UK Phone 1+ 1+1+1+1

Clients.txt.encrypt £ Credit Card ;00

Customer details.png ~= No Sensitive Content N/A

Database.doc @ Credit Card + SSN 100 + 500
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https://www.lepide.com/data-security-platform/permissions-and-privileges-analysis.html
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access attempts
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Sensitive files copied today

oh File Server

“o 118

File Server permission

changes today

Failed Logons
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https://www.lepide.com/data-security-platform/audit-and-report-changes.html
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Threat Response Executed - Potential Ransomware Attack

w\ Lepide <datasecurityplatform@Ilepide.com>
A\Y

To: User <user@test.com>

You have received this alert due to a potential Ransomware Attack. Your
threat [Shut Down Computer] response has been executed.

412 Modified Files Detected between 02:01:56 and 02:02:14 on
10/10/2019. Sensitive data affected.

We have contained the threat but further investigation is recommended.
Thanks,
The Lepide Team
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https://www.lepide.com/data-security-platform/react-to-data-security-threats-and-anomalies.html
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