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3-8 Account Lockout Report
- Active Directory Reports
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[i& SharePoint Online Modification Reports b | MULT

b Favorites MULT]
=-{Jh lepidesoftware.onmicrosoft.com(Office 365)

; . MULT|
B[, Azure AD Modification Reports S
- Microsoft Teams Modification Reports
-- Favorites MULT
----- Lill| Explore Backup MULT
----- Lill| Censele Auditing MULT
MULT|
T
B 2. R&EEE
N, t‘: =
BHAEFEERSHBEHEE
n I A= /— 4@ A=
o BE"EW" BITRE
v N1 Ho N == Py — Pl N = d— .
KPEIERESER , = THETRERMENZEER:
| States & Behaviar % mubticerp.local\Account Lockout Repert
T —— B vseeame +  EENC
=Lil| All Emvironment Changes 7 When F T
& Anomaly Anafysis
i [, 182.168.20.192 ShareP oint) e %
1 [ multicorplocal ¥ Where +
[, Event Log Cleer Report
[} Account Lockout Report
B Active Directory Reperts p———
&R, Group Palicy Beparts EEN--
&= {& Exchange Modificaton Reparts Draga colurn heacer here i group by that colamn
{7 Faverites I
i [ File Server Reports User Name: T When T Why 7| From T Whern R
w {R icrosoft comiE: rhanmlOnIl P P P R Fe] »
i |E}. legi dmin.st |MULTICORP P | 3/4/2002 5.0 16 FM &7 |LEPIDE-SERVERZ (et
% ShadBint Cinfie bibefication Repaise MULTICORP ancay |va2e25 010 PH £ |LEPIDESERVERZ DCooe
o Faucines . MULTICORPsizcey |v/2002501.02 P 7 |LEPIDESERVERZ DCEOCO0
& 3. Acure AD Modfiation Beorts MULTICORF: S | 382002590 14 71 5 LEPIDESERVER? LCEDCI0T
i WULTICORF e | 38/ 2002 500 14 P 7 | LEPIDESERVERZ DCOo0E
E{ Microsaft Tesms Madificstion Reports | A !
(1] Faverites JMULTIEORF dsbenia |MRNZ43BAM B |LEFDESSRER |EEH0E,
- [ Explore Backup MULTICORP Laben G | 3/3/2022 4 5575 FM & | LEPIDE-SERVERZ DCEOCI0]
-1l Consele Auditing b | MULTICORP averepare VR TII 4 FM & |LEPIDE3ERVERZ DETHE

& 3 MFHERS

_ network@hkaco.com 5



REGEUTAS
TP RFP S
EREN B B8
WERENRRE, BEEHEPNERTHEANRESE, EMRBENT
TEIENL, WPEZIEEN LT Active Directory S/ IIE
KB BARIRIE IS KB = b 28 b it

5.3. KPP ZEERT

OJLAE Lepide BRI R PR NEIRED, XoJLUBTGRRETH:

o GRBTTUEREZITEXNLTICRE, BATREUTER: #%, EETHORE,

Drag a column header bers 1o grows by thet coln
Liser Name  When 7 Wiy 7 From T Where =
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@ Account Unlocked successfully

B 5: Account Unlocked Successfully

- ORBELTFESEZBNAPT.
¢ RETAERBEPNEETH,
o BAFER, REWIA,

o EERBPORE NRERNBNEEER, BHAFETRERNERES,

MNew password : | ‘

Confirm password : | |

|:| User must change password at next logon
The user must logoff and then logon again for the change to take effect.

B 6 EEZH

—_— network@hkaco.com 7



6.Lepide IKFIIERER
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RELEMRFEIENRRE, ALk, EALMER Lepide IFHEREESS,
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FRRAERIA:
o NETXEER (BRBEF—TER) iER "BEERMEE

o B ERRS "ERRS, EERFHENRE:

by
Select Generate Report to investigate possible cause of account lockout
Account status : Unlocked
Investigate lockout on : | IEJNEEEEE | | |
. ool
| Name « Value w  Description
o o »
4 Object: COM Objects
Information not available
4 Object: Logon Sessions
Console Client Computer : Local System Session : Console’ created with user account "MUL™
4 Object: Mapped Network Drives
Z “Wocalhost'Sales Drive ;"2 iz mapped to ““ocalhost".5ales"
4 Object: Scheduled Tasks
Sales Report Process Location : Scheduled Task : "Sales Report Process”, Created u
4 Object: Services
Spooler Prirt Spocler Service : Spooler’is corfigured to run with user acer
4 »
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. BERPSERSFER

ETRSNTAE0 FREMUMEEHERRSTIE

o REAEHERTR

o LORBIHRFUERS, ERLTXRE BRLTICRE:

States & Behavior

| Search...

[, 192.168.20.192(SharePoint)

[—].. multicorp.local
.. Event Log Clear Repor‘t

All Environment Changes
Anomaly Analysis

Schedule Repor‘t

Add to Favorites

Set Alert

Create Custom Report
Restore Wizard

“olull] Custom Report

[]-- Group Policy Reports
[]-- Exchange Modification Reports

Favorites

]-- File Server Reports
].. lepidesoftware.onmicrosoft.com{Exchange Onli

Explore Backup
Console Auditing

&
[
[]-- lepidesoftware-admin.sharepoint.com(SharePoi
[]-- lepidesoftware.onmicrosoft.com(Office 365)

w. v N

o EFIREER

SKE, ARR" EFRSE " XEE:
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Please select the report(s)

Please select the report(s) for setting alert.

----- D All Environment Changes
..... [CJ[.il| Activity Outside of Business Hours
..... D Extemal Data Sharing 0365
[]. 192.168.20.192(Share Pairt)

il

= | mutticomp local

count Lockout Report

Fl|,l| Active Directory Reports

. Group Policy Reports

. Exchange Modffication Reports

(|l File Server Reports

= m lepidesoftware onmicrosoft.com(BExchange Onling)
|| lepidescftware-admin sharepoint com(SharePeirt Online)
£

2 m lepidesoftware onmicrosoft.com(Office 365)

< Back Neat = | | Cancel

H 9 ERERE
BREREERNRSERED, EALP, MEKPHERS.

e RET—%
KER " REMESE " TEE:
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Set Filter(s)

Please select operations to set the filter(s). (Optional)

E|--- multicorp local W I
i Account Lockout Repo
Include [al -] @
User Name
£ >
["] Threshold Alert
Send alert only if event occurs 2 timesin 1 Minute(s) L)
£ >
< Back " Neot = | | Cancel

B 10: RETFE

FEXNEELN, ROIUBREALENRS, EAFHRERFHE,
EAXNBERSNER R UEXAFBNAPAAEVENRE, KR MERBEAREEHZ 2,
HEERERTEEXNT:

HEER: B ERETITFREER

MESHRENLEER: FUBASHLENRE. MEENNBER

s RET—%

ERRENEERGER:
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®
Alert Settings
Click 'Add' to select action for alert. Remove
Action Detailz
Alert Type Critical -
< Back " Neat = | | Cancel

B 11 ERRE

B IHEE, SROLUREERMABHNINN, HERERENEQNEMLN, AEDJABRERER,

o  EOIEIIERIA, BBRIHMRE,
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AIEREENEERER:

Add Alert Action

Select Action : |5end Email Alert M |

Please select or add new sender's email account, add recipient(s).
Sender/Recipient

Sender's Email Account: | JILL - | | Add New Email Accourt

Recipient Email(s):

Separate multiple emails by ~,”

[[] send Actions for past Days

Report Format
[esw O muT [OrorF

B 12: RITEREF

o B " IEERM " TR, EEUBRMEIER:
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Add Alert Action

Select Action © | Send Emiail Alert -
Send Email Alert
Please select rit(s).

Send Alert to App
Sender/Recipie|Execute Script

Sender’s Email Account : |JILL - | | Add Mew Email Account

Recipient Email(s):

Separate multiple emails by ="

[ ] send Actions for past Days

Report Format
(lcsv [ MuT ClroF

| DK || Cancel |
B 13: FITEIREEEE T

ERBIEWOT:
- REBTOMFIRE
- 1£ LiveFeed &R
- BNARRREER
- TR
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1. REBEFH4HREE

1 Add Alert Action

Select Action : |send Emai Alert -]

Please select or add new sender's email account, add recipient(s).
Sender/Recipient
Sender's Email Account : JILL - |

Add MNew Email Account

Recipient Email(s):

Separate multiple emails by ~,”

|:| Send Actions for past Days

Repart Format

csv O muT [lroF

| 0K | | Cancel |

B 14: FINEREIF - RIX BFOHER

ZERATEEERMA S RXBFEM, MNFENTRUT:

T T RUEANSBTHERPEEROKE, MBCEHIED, BE TFI0H BT 04K
PUBNIRR R A BB TR,

Wl e T HE(S): BITERE DN BB ORI A B TR, IR AL,
A, EENAF

BT FERURAE: WETR A EE R P R E RN MIFTE S, A, RaTFiK
PRHEMMEER, BACTAFEEERRPERETHA, EPIAEHERE
R, ABBRE—HETUH, Hoas— N, HPFIHTBPREEM0H
ANECEMENERMNE,
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MHPRES—MNIRE, TRUBEEPEXEREERSI, B ACSV. MHT

FPDF,
o BE"MWE"REERER
%,
2. ¥ LiveFeed &R
x
Add Alert Action

Click OK button to set LiveFeed Alert

| OK || Cancel |

B 15: SFITEIRER(E - £ LiveFeed &~

E/RTE LiveFeed RRNERE L1XE Lepide EHR,
o HFE"HE" THF LiveFeed 127,
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3. MNARFRREER

Add Alert Action

Select Action : Ser..j Alert to App

Select sender's app account, add new account.

Sender / Recipient

Add App Accournt

| OK || Cancsl |

& 16: FINEREIF - [ FREFREER

RIEERD N AR FERIEERLXTBHNLSE.

o BERNNABRFIKFLRIDEIOFNNRS, , BERUATIHEE:
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Add App Account

Please enter login credentials for using both Windows and Mabile App

User D : | |

Password : |

Maobile App ID @ | 93723BE5-AES1-4295-3313-FE4771138768 |

MNOTE : Use this App ID to configure App on Android, i05 and Windows.

& 17: R

« BARF ID %S
o BABHNARER D, Z D 2ERBMREHENEERIBERN " EB RN,

¢ RTHE

—_ network@hkaco.com 19



4. PATHIZR

Add Alert Action

Select Action @ E}{ECIJtE Script

File Path : | ||:|

@ Run with S¥YSTEM account

O Run with selected account

["] Notify me when script is executed Corfig

| OK | | Cancel |

& 18: RITEIRERSF - A THIA

TXREPHRE—MREZITHEIZA

R EEMAERNFIT—TIIEX PowerShell FIZREIER, XHEEFTERUT:

MHIER: M "I %R PowerShell BIZARBISUFEEE, FERRESIKFIZITH
FREEKFIBT,

20 haocst.com |



Q0o A SRR 84 E B

WSERE " EREEWRFIZT" |, NolER TRERAERK,, HEET " RIIKF " EEZEROKF .
EERARITINBA, DERARRITIARXE FErH,
EPZERE, "BRE “REMTB T, &F "BE "IRERM AP AU A B FER4 L,
o BE "UEEAR "MREERAREEITEIR.

o BE "HE "RE "ERRE "WEFE,

=
Alert Settings
Click 'Add' to select action for alert. Remove
Action Detailz
Email Sender's Email : LEPIDE; Recipient’s Email : paul@pde 1 local;<SendEmail TaUser=NO <\SendEmail Ta User=
Execute Script Sender's Email : N/A; Recipient’s Email : N/A; Script Path : C:\disableuser bat; Profile Name : SYSTEM: Paramet. ..
LiveFeed Generate LiveFeed Alert
Alert Type Critical -
‘Waming
MNomial
< Back ” Nent = | | Cancel

B 19: ERIRE - EIREEER

o WEEFEREE, LR "R, "€5 "s "EE".
¢ R Pk
¢ BWAHEERERERFES.

o BE " "RE RSHTA "RE.
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